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Abstract: This study aimed to determine Indonesian students’ perspectives on digital citizenship skills. Digital literacy is one of the 
most important needs in the community and the school environment. As educational institutions, universities are expected to integrate 
and develop an IT-based learning environment to help students develop digital skills. This study used social media and knowledge of 
rights and responsibilities in cyberspace to examine university students' digital-based skills. A descriptive method with a qualitative 
approach was also used to describe the perspectives of students about their rights and responsibilities. Participants included 12 
students from state universities in Jakarta and Lampung. Data was collected through interviews and 90-minute focus group discussions 
(FGD). The results showed that the top three considerations that emphasized ethics in cyberspace were maintaining privacy, not 
spreading fake news, and respecting the Internet community. In this context, individuals must uphold their rights and responsibilities 
in the virtual world, and university students are expected to apply digital ethics appropriately.  
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Introduction 

Digital citizenship is expected to be integrated into college teaching materials to increase students' awareness as citizens 
(Häkli et al., 2020). This awareness is due to its multidimensionality regarding knowledge, attitudes, and behaviors. 
According to Kolomitz and Cabellon (2016), digital citizenship focuses on protecting and healthy use of online technology. 
They recommended enhancing the younger generation's skills through digital education materials. Healthy use of digital 
technologies also helps minimize discriminatory acts via social media. For example, discrimination against black people 
in the United States is increasingly practiced through social media (Miller et al., 2021). Although cyberspace offers 
freedom of communication and expression, the unwise use of media platforms is still responsible for several online cases 
of abuse. This abuse has reportedly led to the spread of violent messages, comments, and hate speech. In this case, people 
are not free from intolerance and discrimination in the digital world (Castaño-Pulgarín et al., 2021). 

Irresponsible social media users are responsible for easily underestimating people based on race, ethnicity, and religion, 
which leads to intolerance. According to Chaudhry and Gruzd (2020), 51,991 comments on Facebook emphasized race 
or ethnicity, indicating that 64% of these posts highlighted racism. In addition, social media spread hate speech due to 
racial discrimination against Asian Americans (Pan et al., 2021). In line with this finding, Martin et al. (2019) stated that 
the younger generation needs digital civic education to exhibit appropriate and responsible online behavior. 

Pahlavi (2017) also noted that university civic education strengthened the characters of different nations. This result 
proved that the university was suitable for integrating digital citizenship into students to give them an awareness of using 
online technology. In addition, digital citizenship is expected to minimize discrimination and intolerance, which are 
sources of division through the unwise use of social media. In this context, students must recognize and understand the 
digital citizenship that develops public inclusion through social media (Irawan & Firdaus, 2021). According to Khaerun 
Rijaal (2021), these media platforms provide education and an understanding of diversity differences to maintain 
tolerance. Adha and Yanzi (2013) also presented a learning model that enables diversity by developing multicultural 
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academic performance. Therefore, digital citizenship is expected to be substantially integrated into the learning materials 
for university civic education courses. 

According to Damanhuri and Juwandi (2020), Learning Management System education improves the understanding of 
academic materials and content. This finding suggests that the system helps to improve digital citizenship in students' 
online literacy. In this context, it was particularly important for higher education students to build and use virtual 
identities (Goodman et al., 2018; Salajan, 2019; Sparks et al., 2016). The importance of enhancing students' digital 
citizenship has also been integrated by online literacy and course design through online literacy and nationality so that 
education can play an active global role (Gazi, 2016). In addition, the internalization of digital literacy and citizenship 
emphasizes the readiness to adapt to the global society. Digital citizenship emphasizes respectful and tolerant behavior 
toward others as citizens' involvement (Jones & Mitchell, 2016; Martin et al., 2019). 

Several previous studies have also stated that some of the problems encountered in the era of digital citizenship are 
students' lack of online skills proficiency and insufficient understanding of virtual citizens' rights (Ahlquist, 2016; 
Casmana et al., 2023). In this context, digital literacy includes students' ability to use various online applications and 
ethical principles when implementing them in cyberspace, and some of the problems involve hate speech in comments 
(Oyedemi, 2014). In addition, hate speech is a negative comment often seen as denunciation or insult in a posting. Various 
public figures often do this online, especially on Instagram or Facebook. Poor understanding of digital skills among 
students also leads to poor comments being made on multiple people's posts, which can lead to unrest and emotions on 
social media (Buchholz et al., 2020; Guitert et al., 2021). In this case, teaching must solve the problem immediately. The 
second digital literacy problem concerns the spread of hoaxes or fake news, often done by multiple individuals, including 
students. Most learners often spread fake news without determining its truthfulness and checking with other sources, 
leading to harmful online situations (Datta, 2018; Prasetiyo et al., 2021). The present study must investigate the two 
digital literacy issues based on these descriptions. 

The second experimental problem emphasizes digital rights and responsibilities, requiring students to understand their 
rights and responsibilities when using cyberspace. Since these requirements are often personal, students must learn and 
understand them. To some previous reports, many people did not understand their rights and responsibilities, leading 
to a social media uproar (Lidén, 2016 & Wen & Shinas, 2021). 

From these descriptions, it appears that citizenship is important in making students digital citizens in the advanced 
technology and information age. This finding is consistent with previous studies in which digital citizenship was essential 
for the younger generation (Jones & Mitchell, 2016; Martin et al., 2019). In this case, digital citizenship can be integrated 
through civic education. However, previous research has not shown a link between civic education and digital citizenship 
in the virtual age (Lidén, 2016; Martin et al., 2019). Therefore, this study aims to develop a digital citizenship-based model 
of civic education to strengthen multicultural education. There are several advantages to conducting this study. First, this 
study shows how students understand the importance of online skills, such as digital ethics, and how similar the world 
is in reality and online. It also shows students' attitudes toward news dissemination. The mentioned skills are useful for 
other readers and teachers who teach students online. In addition, since rights and responsibilities are considered 
important, this study provides information on these issues. Thus, this study would benefit students and teachers in 
teaching digital citizenship. According to Prasetiyo et al. (2021), there are several problems of digital citizenship related 
to the nature of the community reportedly observed in the implementation of digital activities, such as insufficient 
understanding of digital skills and lack of knowledge about the rights and responsibilities of online citizens. This study 
implements a blended learning model with six aspects of digital citizenship to strengthen multicultural education. In 
addition, it also considers the development of Blaj-Ward and Winter's (2019) proposal that students need a consistent 
understanding of personal, academic, and professional digital spaces. This proposal emphasized the perspectives of 
Pancasila and Civic Education students in understanding digital literacy, with subsequent analysis of cyberspace ethics 
and online citizens' rights and responsibilities. 

Study Questions 

Based on the problems mentioned above, especially those related to students' digital literacy and their rights and 
responsibilities, the following study questions are posed: 

1) What are the digital ethics of students using social media in cyberspace to understand online citizenship skills? 

2) How do students understand the rights of digital citizens? 

Literature Review 

The Concept of Digital Citizenship Skills 

Digital citizenship is interpreted differently depending on the point of view. However, digital citizenship generally implies 
the norms or rules corresponding to standards and responsible behavior in Internet use (Buchholz et al., 2020; Reynolds 
et al., 2022). In this study, the mode of citizenship is conceptually used when citizens actively use the Internet for their 
daily activities. From this description, it is clear that everyone needs specific skills related to Internet use that correspond 
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to qualifications and various factors of digital technology. Children and adults frequently use the Internet in cyberspace 
through a computer, cell phone, or other information technology devices (Sumadi & Casmana, 2020). This result shows 
that people in the digital world have different backgrounds and characteristics (Blumberg et al., 2019; Madon & 
Schoemaker, 2021; Sparks et al., 2016). According to various previous reports, the different backgrounds and 
characteristics often led to disruptive problems, suggesting the need for ethics or rules for Internet use. This condition 
led to the development of ethics or rules in cyberspace (Ahlquist, 2017; Peterson & Bentley, 2017). Therefore, this study 
uses the term digital ethics and divides it into the categories of maintaining personal and individual privacy, not 
spreading fake news and the rights and responsibilities of the virtual community.  

Privacy is the most important element in the digital world because personal data such as date of birth, biological mother's 
name, identity card, and cell phone number are in the foreground. These data are often lost if carelessly handled and 
misused, suggesting that education is needed to maintain privacy and confidentiality (Bartlett et al., 2018; Stover et al., 
2016; Wang, 2021). This factor is accompanied by the non-distribution of fake news, which is especially necessary when 
implementing digital ethics. Since fake news contains invalid information and negatively affects the community, its non-
proliferation should be implemented appropriately. The third factor emphasizes knowledge of all rights and 
responsibilities to improve mutual respect (Lidén, 2016; McNaughton et al., 2022; Torres, 2015). The nine main aspects 
of digital citizenship skills include access, commerce, communication, literacy, ethics, law, rights and responsibilities, 
health, and safety. For this analysis, only digital ethics, rights, and responsibilities were adopted and implemented from 
this context. 

Digital Ethics Concept 

Digital ethics is the personal ability to realize, set an example, adapt, rationalize, consider, and develop online governance 
daily. It is used to perform activities or behaviors, indicating that the daily implementation of the Internet is an event in 
the digital world (Jesson et al., 2015; O'Connor et al., 2020; Weinberg & Flinders, 2018). Moreover, digital media should 
apply good ethics and focus on positive elements to achieve a common good. Conflicts based on religious, cultural, ethnic, 
racial, and skin color differences must also be avoided when implementing good ethics. These ethics are important when 
understanding many people's backgrounds online (Zid & Casmana, 2021). In this context, everyone must understand, 
respect, and value others by upholding cyberspace ethics. Ethics is a system of values and norms governing people's daily 
behavior. This system explains that etiquette is used when interacting and communicating with others by emphasizing a 
written rule and an unwritten convention (Dwivedi, 2021; Johnston et al., 2018; Reynolds & Chiu, 2016). The rules of 
ethics and etiquette should be understood because people with different backgrounds live worldwide, which requires 
careful interaction. This rule explains that people must understand internet ethics and etiquette for four reasons (Muzani 
et al., 2022). First, users of cyberspace are people who are expected to understand and obey the same rules. Second, 
Internet users come from different countries with different languages, cultures, and customs, which proves that they 
need to understand the universally applicable rules. Third, digital users live anonymously, which confirms the need for a 
real interaction identity. Fourth, different characteristics are responsible for ethical and unethical behaviors, which leads 
to the need to understand the related concepts (Ahlquist, 2016; Barili & Byram, 2021; Guitert et al., 2021). As various 
important ethical points are observed online, people are expected to understand digital concepts daily. Therefore, the 
most important concept of digital ethics should be analyzed and understood optimally. 

Rights and Obligations of Digital Citizens 

Digital rights are a part of human privilege where people can access virtual content. In addition, individuals are also 
guaranteed legal protection in accessing, using, developing, and distributing digital elements. In this context, people have 
the right to enjoy and use digital content as various applicable rules are not violated. This condition is subsequently 
observed and called digital access (Datta, 2018; Hamer et al., 2019; Wiseman et al., 2016). Digital rights are an 
implementation of online human rights that are securely and privately expressed, guaranteed, and sustainable. This right 
proves that people cannot be shielded and limited to accessing digital media. They are also provided with the legal 
protections that apply in any digital world (Hamer & Finlayson, 2015; Heikka, 2015). 

To better understand the rights and responsibilities of digital citizens, some previous studies have highlighted various 
advantages and disadvantages (Datta, 2018; Hamer et al., 2019; Wiseman et al., 2016). According to Datta (2018), some 
identified strengths emphasized the patterns by which the education paradigm was realized in smart cities. This pattern 
was important because the smart city indicator prioritized citizens with good digital ethics. Meanwhile, Hamer and 
Finlayson (2015) emphasized understanding citizens' rights and responsibilities. However, there seem to be some 
disadvantages instead of the advantages of these studies. Based on the study's strength, some rights and duties were 
analyzed comprehensively, such as not spreading fake news, understanding the ethics of commenting, etc. 
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Methodology 

Study Design  

This study used a qualitative approach with a descriptive method to examine students' digital literacy skills or abilities. 
In this context, the results were expected to reveal the students' ability level regarding digital literacy. Since digital 
literacy is closely related to the younger generation, high school students were considered appropriate study subjects. In 
addition, the descriptive method described the activities observed by Creswell (2017) about students' behavior in the 
school environment. The qualitative description was also expected to present and produce maximum results to obtain 
comprehensive data. 

Sample and Data Collection 

The participants were 12 undergraduate students from an Indonesian state university in the Pancasila and Civic 
Education program. These subjects were divided into two groups: six students from a state college in Jakarta and Bandar 
Lampung. These provinces were selected to describe students' knowledge in the respective State University. Table 1 
details the demographic data of the study participants. This study determined the level of digital literacy in the capital 
city and areas outside Java, such as Lampung provinces. Then, the interactions between people in Jakarta and Lampung 
were conducted and described (Cohen et al., 2007). 

Table 1. Demographic Information of Participants based on University Origin 

No Demographic  Number 
1 Jakarta State University 6 
2 University of Lampung 6 

Overall 12 

Table 2.  Demographic Information of Participants based on Males or Females 

No Gender Number 
1 Male Students 8 
2 Female Students 4 

Overall 12 

In this qualitative study, the instruments used were important for data collection. This importance indicates that the 
author was the primary instrument for obtaining appropriate data. However, several methods were used to obtain the 
necessary information in this paper, including interviews and observation guides. The study process expanded two main 
questions into several sub-points from this context. The interview questions also emphasized the patterns by which 
students understand digital ethics and their rights and responsibilities when joining the virtual world. Focus group 
discussions (FGD) were then conducted to assess students' perspectives on learning directly. 

A purposive sampling technique was used to select the sample because there were three main requirements for collecting 
student-oriented data. These requirements included the following: (1) students should be studying in state universities 
in Jakarta and Lampung, (2) they should be currently studying or have studied Civic Education, and (3) students should 
be currently studying or have studied Pancasila education. In addition, the learning content for online citizenship was 
included in civics and Pancasila education, and an insufficient understanding of digital citizenship was observed among 
those who did not know about the general courses. In this context, the purposive sampling technique was used in the 
data collection to identify the different perspectives of the participants, as shown in Table 3. In addition, the researchers 
conducted the interview, and each participant was interviewed for about 60 minutes (see Table 3). Some of them were 
interviewed twice during the interview because the students needed more clarity about their understanding of digital 
citizenship. 

Table 3. Information on the Data Collection Process and the Final Outputs Obtained 

No Data Collection Process Data obtained 
1 Initial group interview 

FGD 
1. The patterns by which students understand digital ethics in using social 

media 
2. The capability of students and the methods used to comprehend the 

similarities between real and virtual life 
3. The attitude of students toward spreading fake news 
4. Rights of digital citizens in using social media 
5. The obligations of digital citizens in using social media 
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Table 3. Continued 

No Data Collection Process Data obtained 
2 Interviews with the 

students from Jakarta and 
Lampung 

1. The knowledge of students about digital ethics in social media 
2. The teaching methods of the teachers in educating students about using 

word usage in real and virtual life 
3. The teaching patterns of the teachers in educating students about rights 
4. The teaching patterns of the teachers in educating students about 

obligations 
3 Final interview with the 

students from Jakarta and 
Lampung  

1. The classroom attitude of students when learning about rights 
2. The classroom attitude of students when learning about obligations 

Table 3 provides an overview of the interview process for this study. Interviews were conducted with university students 
from both Jakarta and Lampung. In general, five interview categories were selected in the focus group discussion. First, 
students were asked about the patterns in which they understand digital ethics when using social media. Students 
consider social media popular, and they are most likely to make some comments. Second, students were asked about the 
capability of students and the method used to understand the similarities between real life and virtual life. This topic 
aimed to discover students' attitudes when unfamiliar with each other in virtual life. Third, the focus group discussion 
also asked about the attitude of students who spread fake news. Spreading fake news was considered unethical because 
it harms other people. These interview questions asked about students' understanding and attitude when they receive a 
message through WhatsApp or other social media. They did not understand the digital rules when they spread messages 
directly without verification. Finally, students were asked about their rights and responsibilities in virtual life. The rights 
and duties show the indicator of a good citizen. Therefore, it was considered essential to ask them. The focus group 
discussion was conducted four times; each session lasted about 90 minutes. Two sessions were conducted with students 
in Jakarta, and the other two were conducted with students in Lampung. 

In addition, there were also some face-to-face interviews with students from Jakarta and Lampung available for direct 
questioning. The first question was related to students' knowledge of digital ethics in social media. The questions were 
used to verify some information about students' knowledge of social media. Second, the interview questions also aimed 
to inquire about the teachers' teaching methods to educate students about using words in real and virtual life. Students' 
characters sometimes differed between real and virtual life, so students needed to understand this. Finally, it asked about 
students' teaching methods to understand real and virtual life. In addition, the researchers conducted the interview, and 
each participant was interviewed for about 60 minutes. Some of them were interviewed twice during the interview 
because the students needed more clarity about their understanding of digital citizenship. 

Table 4. Information on the Observation Process 

No Criteria Categories Description 
1 Digital skills Digital Ethics Digital ethics shows that students are required to 

understand some rules during the use of the internet. From 
the results, students in Jakarta and Lampung understood 
the rules taught by the teachers. 

  The similarities between 
virtual and real life 

This category confirmed the similarities between real and 
virtual life, indicating that students should be very careful 
during the posting of online comments. In this case, students 
were highly observed during the use of social media.  

  Spreading fake news Spreading fake news is one of the problems for many 
people. Based on the results, the patterns by which the 
lectures were conducted regarding the rules for spreading 
fake news were observed in the classroom. 

2 Digital rights Digital Rights Digital rights emphasize the knowledge of students about 
various online privileges. From the results, the methods by 
which students understood and reacted regarding digital 
rights were observed in the classroom. 

  Digital Responsibility Digital responsibility indicated that students in Jakarta and 
Lampung understood the patterns of online obligations. 
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Based on Table 4, the observation process was implemented to directly determine the patterns by which students in 
Jakarta and Lampung understood digital skills. This process focused on two main criteria, digital skills, and rights, and 
then observed several categories at the different universities, including description. The observation takes place twice 
for 100 minutes at each campus. A team of researchers from Jakarta and Lampung conducted the observation. Four 
researchers are lecturers from the Department of Pancasila and Civics Education in Jakarta and Lampung, who acted as 
researchers in conducting the observation. The observation focuses on understanding students' digital skills and digital 
rights. 

Analyzing of Data 

The process of data analysis underscored Creswell's (2017) theory through several stages, including (1) transcribing or 
typing interview information into an original narrative text and (2) coding or labeling various elements related to digital 
citizens, specifically ethics, rights, and responsibilities. In this study, the codes were developed based on the questions 
used to collect data, (3) data reduction or the elimination of inappropriate information, and (4) data display or the 
presence of information to obtain appropriate results. 

To ensure the reliability of the qualitative data, several methods were used, including (1) extending the observation 
period to maximize the data obtained, (2) conducting data triangulation, (3) discussing with colleagues to confirm the 
data, (4) conducting negative case analysis, and (5) conducting member checks to confirm the data providers. This 
method emphasizes the accuracy and reliability of the results obtained. 

Results 

Digital citizenship has been considered the various activities of different people in cyberspace. Although several factors 
emphasized the theory of digital citizens, their activities were still observed based on the behaviors exhibited or ethics, 
rights, and duties. From the results, rights and duties are the most important factors understood and analyzed about 
digital citizens. Ethics and rights were the most important elements that highlight people's character. In this case, the 
results focusing on students' understanding of digital citizenship were observed, especially for ethics and rights. 

Understanding of Digital Ethics for Students 

Digital ethics is the character or attitude displayed when engaging in activities in cyberspace. This ethic was the most 
important element because it reflects the characteristics of people in online activities. In this context, a person's bad 
character in the digital world was the same as in daily life, indicating that people's virtual and real events were similar. 
Based on these results, good and polite attitudes were recommended for digital activities or statements. Therefore, 
students had several abilities in understanding digital activities, especially ethics, while using the internet. 

The Similarities Between the Real and Virtual Worlds 

Students' first understanding of the digital world emphasized general virtual and real-time statements. This finding 
indicated that the most important ethics in social media activities were similar to those in the real world. These results 
were conveyed through the interviews and observations of several students in Jakarta and Lampung. In this context, 
digital activities were considered good for all citizens of cyberspace. 

"When I go to Instagram and see other people's profiles, then I need to be able to be careful in making comments. This is 
because the comments I convey should not hurt the owner of the Instagram account" Student interview 4 

"If I want to comment on my friend's photos, I always think I need to filter the words I send. This is because I need to think 
that my words in comments do not hurt them" Student FGD 3 

Based on student three from Jakarta, a similarity between the real and virtual worlds emerged when individuals shared 
statements on their online profiles that required appropriate care. When other people did not like these statements, the 
person became angry in response. This statement was because comments in the real and virtual worlds were similar, as 
seen on various media platforms such as Instagram, Facebook, and Twitter. These comments were usually accompanied 
by photos, the latest news published, or the latest status updates from friends. This condition usually attracted several 
elements related to the students' comments. 

Student 3 from Bandar Lampung City also stated that one should be careful when posting comments on social media. 
This was based on the consideration of whether the content of the comments was good or bad before posting them. From 
this context, the student's attitude towards the comments was polite because they displayed appropriate behavior. 
During the FGD, students were also given an example from social media to determine their attitude toward the comments. 
This finding showed that Jakarta and Bandar Lampung students had very good attitudes towards making comments, 
according to their responses in the interviews and FGD sessions. In addition to social media comments, some students 
commented on the online shop product review. Since most of them had never bought a bad product, the comments were 
highly provided. 
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"I have also commented on the seller from the online shop about the product I bought. When the product is good, I give a 
good review or comment, and vice versa. If the product is not good, then I also give a bad review" Student interview 3 

"As for me, I actually never give some comments on the product review online. However, at that time, I received a bad product. 
The product was broken, and I cannot return it without any reason. I then give the seller star 1 and review based on the real 
product" Student FGD 6 

Students often expressed opinions by submitting comments on e-commerce or online merchants asides from social 
media. For example, a buyer is often provided with a review of the product purchased, such as photos or comments, 
during the arrival of the goods. In this case, students from Lampung stated that when they buy goods from an online shop, 
comments were often provided depending on the products. This finding indicated that students understood the 
similarities and differences between the real and virtual worlds. From these results, the communication delivered in the 
real world was the same as the type digitally provided. This signified that all messages conveyed in the virtual or digital 
worlds were completely similar. Therefore, ethics were needed when digitally and realistically expressing opinions. 
These could be carried out without conducting hate speech against those reading the comments submitted to obtain 
positive remarks.  

Based on the results, student six from Jakarta regularly purchased products digitally, such as reference books, food, etc. 
On one occasion, the student obtained a very bad product, a broken power bank, with the seller not willing to refund the 
payment. This result prompted the commencement of the student to provide a one-star and a bad review. From the 
responses of the Jakarta and Lampung students during the interview and FGD sessions, comments were often provided 
for online shops depending on the products obtained and the seller's reviews. This finding indicated that both students 
provided unpolite reviews due to the bad products acquired from the online shops.  

From these results, the understanding of students on digital ethics was very good, especially in providing real and virtual 
comments. This finding indicated that students from Jakarta and Lampung understood the patterns of providing 
comments on social media and online shops. From this context, the comments on social media should be filtered to ensure 
that no individual becomes hurt. The comments on online shops emphasized the product obtained, indicating that 
students understood digital ethics. 

Not Spreading Fake News 

Fake or hoax news is not expected to be conveyed or disseminated to others. This finding is one form of digital ethics 
everyone needs, as fake news often causes anxiety, hatred, and hostility to readers. Although these hoaxes did not 
recognize the person, readers often became angry. This finding indicated that withstanding and verifying various news 
should be initially conducted before public dissemination. The source of information conveyed was also unclear due to 
being inappropriate. Moreover, fake news sources commonly contain fanaticism, where the title and introduction are 
very provocative. This finding implied the necessity to maintain and determine the truth.  

"I know and understand that any fake news shared by someone can result in hatred or hostility, even though everyone does 
not know it yet" Student interview 1 

"I have never received the news on the WhatsApp group. I thought that the news was fake, and I have tried to read the same 
topic from other sources to make sure the validity of the news" Student FGD 12 

Based on these interviews and FGD sessions, students understood that the general public commonly consumed fake news 
without complete realization. This result proved that the news or information conveyed through social media should be 
considered and maintained for its truth and validity. From this context, the validation process could enable independent 
responses to the news.  

During FGD on fake news dissemination, most students from Jakarta and Lampung argued that reading more sources 
helped determine the validity of various news. For example, a participant from Jakarta believed that other resources from 
different news need to be considered for validity purposes. When the information from the WhatsApp group was 
obtained, much belief was not attached to the source. However, the willingness to share the information was observed 
after consideration and confirmation from other sources.  

"I always verify news or information I get through social media. For example, by checking several news sources so that the 
information I get is comprehensive" Student interview 9 

According to student nine from Lampung, the validity of news before public dissemination was also helpful. This 
indicated that the participants validated data or news through various sources before dissemination. For instance, the 
information from Kompas or CNN should be compared with other sources such as Media or BBC Indonesia. In this case, 
digital ethics were applied in the learning process when students verified and validated the news obtained. 

In this study, the communication activities of students on social media were examined, especially when commenting or 
obtaining information from unverified sources. Based on the interview and observation sessions, students had good 
digital and ethical attitudes. Meanwhile, the interview and FGD sessions showed that students from Jakarta and Lampung 
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had high digital literacy skills, especially in the non-distribution of fake news. This was because hoaxes negatively affected 
society, with all the participants highly understanding the issue. From their perspectives, double-checking for 
appropriate information validation was helpful in the non-distribution of bad news. FGD also showed high digital literacy 
skills in emphasizing fake news. 

Understanding of Students on Rights and Obligations of Digital Citizens 

The rights and obligations of online citizens were the main factors influencing digital citizenship. From the results, 
various rights and obligations were determined to form the inherent character of every student. These rights emphasize 
the privileges and obligations of an individual during digital activities. Therefore, restrictions should be provided 
regarding the rights and obligations of digital citizens. The following observation session was conducted in the classroom 
during the lecturer's explanation of the material to understand these factors better. 

Observation Notes 

Based on the observation, the lecturer conducted activities to help students understand digital rights and responsibilities. 
Three main activities were observed in this case: Introduction theory, student group discussion, and evaluation. In the 
introduction section, the lecturer provided rights and responsibilities, which included different ideologies, such as the 
requirements to be a citizen in the digital age. Students focused on the lecture during this session and were eager to learn 
the issue. Some explanations were also given through video footage to ensure proper understanding. During the 
reference period, students read several relevant books and journals before coming to the classroom, which led to a quick 
understanding of the session. This understanding allowed the lecturer to easily provide the issues for study in the 
classroom. 

After the discussion session, students were divided into several groups, and each group was assigned a topic related to 
digital rights and responsibilities. For example, the patterns of wiseness in using the Internet, how to respect online users, 
etc. The students were very interested in this discussion, as evident from their perspective. Therefore, the lecturer made 
some assessments to measure the student's understanding of digital rights and responsibilities. The assessment also 
consisted of some relevant essay questions and issues. 

Digital Citizens’ Rights  

Digital rights guarantee citizens access, use, development, and dissemination of digital media. This finding points to three 
main aspects of digital rights: the privilege to access the Internet, to express themselves, and to protect personal 
information in the digital space. In this case, the students from Jakarta and Lampung also understood the rights of digital 
citizens. Because of the privilege of Internet access, Jakarta was highly digitally connected and a daily necessity for its 
residents and neighbors, Lampung. Therefore, this initial privilege was one of the most important elements, suggesting 
that knowledge of digital citizens' rights, in general, was mandatory. 

"As digital citizens, the internet is one of the basic needs at this time. Therefore, rights to get internet becomes a major need" 
Student interview 3 

"During the COVID-19 pandemic, learning was conducted online, so the internet became the main tool for attending lectures. 
Rights to get access to the internet is the main tool in the learning process" Student interview 5 

After the interview session, participants agreed that the Internet was the primary need. During the COVID-19 pandemic, 
the Internet was a means of communication through WhatsApp, Telegram, and other social media platforms. This finding 
proves that social media allows for accessible communication and faster dissemination of information. The Internet was 
also used for learning, as some universities commonly used hybrid learning. In this case, students used different 
applications such as Zoom, Ms. Team, and Google Meets for the learning process. In addition, the Internet became an 
entertainment medium for students as it provided various contents. The results showed that the students in Jakarta and 
Lampung had preliminary knowledge about digital rights and responsibilities. This knowledge was due to their reading 
abilities during the observation session before attending class. Reading and comprehension of references were strongly 
emphasized in this case, with direct responses and perspectives on the learning topics in the classroom. This finding 
indicated that students understood digital rights and responsibilities very well. 

The second right of digital citizens states that everyone has the freedom to express themselves to ensure diversity of 
content. Since social and entertainment media such as YouTube, Instagram, and TikTok were available, people could 
develop content. As a result, these applications were able to develop commercial content with higher income. 

"I am very happy to make content about lectures and student activities, so this YouTube helps me make it entertainment" 
Student interview 9 

"Besides studying, I enjoy cooking. So besides being a hobby, it can help me create content about cooking on the internet" 
Student interview 10 
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Interviews indicate that Internet content entertains people in their free time or while waiting in a public area. This 
suggests that the freedom to develop content became the main topic and discussion because of its benefits to the content 
creators and those entertained. For example, an individual with a cooking or learning hobby could use the Internet for 
culinary or academic content. This helped people learn and provided content to the Internet world. During the 
observation assessment, several results were obtained regarding the freedom to express different opinions. This proves 
that all students understood the freedom to express their perspectives online. During the FGD session, students from 
Jakarta and Lampung also confirmed that they often expressed their views at least once online. These perspectives 
generally stemmed from the original idea, indicating that the participants had all had experience expressing ideas. 

The results highlighted the right to protect personal data in the digital space, such as the private identity card, which is 
responsible for keeping people safe from cybercrime. Other personal data included identity cards, signatures, and other 
important documents. 

"Currently, many cases occur due to misuse of personal data used by illegal online loans, so it is necessary to get legal 
protection" Student interview 11 

"One of my friends once got a large debt bill from an online loan, even though he had never borrowed. This is because his 
cellphone was lost and used by certain people" Student interview 12 

Based on the interview sessions, one form of cybercrime was the case regarding personal data use due to theft exploited 
by illegal online loans not permitted by the government. For instance, a lost cellphone was often used to obtain personal 
data, such as identity cards, to acquire money illegally. This led to the importance of strongly protecting personal data. 
During the observation session, these issues were discussed for the great understanding of students, providing some 
information about the negative impact of spreading personal data. This showed that most students often protected their 
data, although some did not understand the safety measures. From this context, the negative impact of losing private 
data, such as identity cards, emphasized the risk of usage by fraudsters to loan money. Therefore, these personal data 
were considered important, with appropriate protection recommended for people with digital rights. Based on these 
results, the Jakarta and Lampung students understood digital rights issues regarding their perspectives during FGD and 
observation sessions. This indicated that digital rights were successfully taught to them, with the negative impact capable 
of being avoided.  

Digital Citizens' Obligations  

Digital citizen's obligation was an activity for everyone as a member of an online community. This should be carried out 
appropriately without interfering with the rights of others. Moreover, it was closely related to and inseparable from the 
rights of several individuals. Therefore, rights and duties were two interdependent conditions with similar perspectives 
acceptable to the community. In the digital world, a duty was also helpful in performing specific individual and 
cooperative privileges. The results show that digital citizens should follow online community rules, comment politely, 
and not plagiarize others' work. 

"As a member of the online community, the online community should have obligations that everyone should obey and are 
not contradictory" Student interview 6 

The interviews show that every online community has rules or policies that should be followed and adhered to, such as 
respecting others' posts and not speaking rudely. To avoid conflicts, these rules ensured that people lived in harmony 
and peace when they entered the online world. In addition, the next obligation emphasized not plagiarizing other people's 
content. In this case, copying and pasting without including the source was highly prohibited. For instance, when students 
obtain assignments from lecturers, they are not expected to plagiarize and claim other people's work when provided 
with assignments from the lectures. 

"Plagiarism is very bad behavior in the academic world, so this needs to be avoided. As digital citizens, one should be able to 
avoid this" Student interview 5 

'Plagiarism is the worst form in the academic world. When someone plagiarizes, it means that person is not able to make his 
own work" Student interview 3 

According to the responses of two students during the interview, avoiding plagiarism was a commitment that digital 
citizens should adhere to. This suggests plagiarism is a disgrace and should be avoided when instructors set assignments. 
Using a Turnitin detection engine to avoid plagiarism was recommended in this case. This website was helpful for 
students working on their final projects where duplication should be avoided by paraphrasing assignment similarities. 
In addition, students must practice personal writing and be orthographically creative to fulfill the obligations of a digital 
citizen. The next obligation was to comment politely on the posts of others without sparking anger in readers. 

"Commenting on social media is now something that everyone very much does. With these comments, it is necessary to be 
careful so as not to hurt other people's feelings" Student interview 10 
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From the interviews, using polite language when posting opinions and photos effectively avoided bad comments. This 
ensured the other party's happiness through the statements and attitudes in the comments. In addition, digital obligation 
played an important role for students in Lampung and Jakarta. During the observation process, teachers used a specific 
case study to teach the topic of commitment. This case study was distributed to both campuses, and students were asked 
to comment on the issue. The results show that students in Jakarta and Lampung fully understood the context of citizens' 
obligations. 

Discussion 

The results show that digital citizens use technology to obtain political information and to perform their civic duties. 
They often connect to the Internet and interact more with computers, a phenomenon known as human-computer 
interaction. The Internet became a primary need as digital citizens obtained information through these tools. In addition, 
digital citizenship was achieved using some of the latest technologies. These findings highlight the comparative analysis 
of digital ethics with online rights and responsibilities. 

In digital citizenship theory, nine main components of virtual citizens have been observed (Guitert et al., 2021; Reynolds 
& Chiu, 2016; Wiseman et al., 2016), namely online access, commerce, communication, literacy, ethics, law, rights and 
obligations, health, and safety. However, the analytical results prioritized digital ethics, rights, and obligations. The 
reason was that these two aspects were the main criteria for living as a virtual citizen. 

Based on the results, digital ethics was considered an unwritten rule in online activities at work and on social media. 
According to McNaughton et al. (2022), interaction and communication in the Internet world had a relationship that 
required adherence to specific rules (McNaughton et al., 2022), including procedures for communicating, expressing 
opinions, and commenting on photos and videos. These findings supported Barili and Byram's (2021) view that people 
need rules to maintain attitudes and behaviors to apply a community ethic. In this context, applying digital ethics was 
critical to maintaining behaviors and attitudes in cyberspace (Barili & Byram, 2021). 

The results also revealed two main elements in the digital maintenance and application of ethics in cyberspace activities 
(Heikka, 2015; Rahmadi et al., 2020), including the similarity between the real and virtual worlds, as reported by the 
participants. In this case, the reader was a human, although they did not meet in cyberspace. This indicates that they used 
computers or cell phones to communicate. 

Based on mass media news sources, everyone was expected to competently filter the available information to prevent 
the spread of fake news. These findings are consistent with Reynolds and Chiu’s (2016) that people have civic 
competencies to filter and eliminate fake news and communicate through social media (Reynolds & Chiu, 2016). The 
competencies also enable a person to coexist, implement, and use social media appropriately. Therefore, students in 
Lampung and Jakarta completed and supported the online learning process on digital ethics. 

Based on the emotional level of an individual, the implementation of digital ethics was also observed. According to Madon 
and Schoemaker (2021), emotions were observed when communicating with strangers on social media and reading rude 
comments (Madon & Schoemaker, 2021). In this context, ignoring the comments and communicating effectively indicated 
success in applying digital ethics principles. However, the failure to control emotional expressions from strangers 
emphasized poor digital ethics. 

From the results, digital rights and responsibilities need to be understood and adopted by everyone (Dwivedi, 2021; 
Lidén, 2016). This was because the components enabled the development and increased awareness as digital citizens. 
According to Dwivedi (2021), these citizens had the right to access the Internet, develop content, express themselves, 
and receive personal data protection. These findings support a previous study on the importance of digital rights and 
responsibilities for online citizens. 

Lidén (2016) also found that the privilege to protect personal data and privacy is among the most fundamental rights of 
digital citizens. People often use digital technology to store data in the present era, although rights and obligations have 
been abused. According to O'Connor et al. (2020), one form of digital crime is personal data trading, a costly illegal sale, 
and purchase of private information to achieve profitable interests (O'Connor et al., 2020). Therefore, the protection of 
digital data was recommended for the security of personal rights. 

Conclusion 

The results show that digital citizenship is a concept in which people process and accept virtual activities. In this context, 
students in Jakarta and Lampung have already acquired knowledge and skills in digital citizenship. This emphasized their 
understanding of the following elements: (a) digital ethics, (b) no difference between real life and cyberspace, and (c) 
frequent initial verification before spreading fake news. These elements were conveyed by observing that instructors 
taught specific materials on digital citizenship in class. Therefore, students did not understand the true meaning of digital 
citizenship until after class. 



 European Journal of Educational Research 99 
 

Based on the knowledge of digital skills, online citizens also understood the concept of rights and responsibilities, the 
core learning material in Jakarta and Lampung. Based on these findings, it was determined that college students needed 
digital citizenship skills. This emphasized ethics, rights, and responsibilities, the important variables to becoming digital 
citizens. In addition, digital ethics was an unwritten rule during online activities, which improved understanding of the 
various factors that prioritize behavior in virtual events. From the results, students should maintain communication as 
online and offline activities are similar. Verifying certain messages and information was also necessary to avoid spreading 
fake and provocative data. This indicates that validation should be done by comparing with other sources of information 
before the message is disseminated. Other important factors were the rights and obligations of digital citizens, which 
were evident in the privilege of Internet access, freedom of expression, and personal data protection. These rights require 
special state protection as a guarantee for the legal community to conduct digital activities comfortably. 

In conclusion, there are some similarities and differences between the findings of this research and previous studies that 
are worth discussing. There are two similarities with previous studies. First, the result shows students' understanding of 
digital citizens and their attitude toward Internet use. In addition, the result shows that all people should avoid the spread 
of Fake News. The second similarity sheds light on the understanding of rights and responsibilities. This is important to 
the concept of rights and responsibilities because it provides knowledge to students. 

The difference between this study and previous studies can be seen in several aspects. First, the research participants in 
some studies are elementary and high school students. However, this study focuses on university students. In addition, 
although some studies also refer to digital skills, their research focuses on teaching media literacy and protecting creative 
rights. 

Recommendations 

The results obtained are recommended for further analysis, especially for those interested in digital citizenship. In this 
case, the analysis should futuristically involve other universities to understand the concept of digital citizenship in a 
general and adequate way. The period of experimental implementation also needs to be extended to obtain more data. 
In addition, other researchers interested in studying digital citizenship can focus on digital rights and responsibilities, 
and teachers are proposed as participants. It will study the teaching method and teachers' experience educating digital 
citizens. Finally, a study on the learning media that teachers can use to educate students to become digital citizens might 
be interesting. Future research should therefore address a wide range of digital citizenship issues. 

Limitations 

Several weaknesses were identified in this study. First, the data collection process was brief, involving only 12 
participants. From this context, the results could not be generalized to all students in Jakarta and Lampung. Second, 
students knew they were self-observed, potentially leading to fake responses. Therefore, future studies should obtain 
maximum data through more in-depth observations. 
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